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Despite India not
being a NATO ally,
the shared values of
freedom, democracy,
sovereignty, human
rights widened the
scope of NATO-India
cooperation.

PROLOGUE

NATO-India relations have evolved significantly into a global
defence and political importance. In an ever-evolving global
trend marked by realignment and cataclysmic effects of
globalisation, the participatory framework of partnerships with
non-member states from different geographical regions shape
the democratic and security interests of nations beyond the
transatlantic community. The relations between NATO and
India goes back to the events of ‘9/11’, shaping the dialogue for
countering the non-traditional security threats. On the sidelines
of the India-NATO dialogue in 2009, in New Delhi, the former
Deputy Head of the NATO Secretary General’s Policy Planning
Unit, Michael Ruhle, stated that the incident shaped the
alliance’s views in effectively dealing with new security threats
in the globalising world.?

Despite India not being a NATO ally, the shared values of
freedom, democracy, sovereignty, human rights widened the
scope of NATO-India cooperation? With India’s major strides in
missile technology, space capabilities, along with growing
capabilities on satellite surveillance, the scope for fostering
effective cooperation with international security organisations
like NATO becomes vital in preserving the regional and global
security interests. NATO’s expertise in facilitating the latest
innovation in advanced technology, interoperability skills can
benefit India in expanding its defence capabilities to counter
asymmetric regional and global threats. Additionally, India can
aid NATO member countries and allies to expand its defence
capabilities and technological advancements through cost-
effective approach.
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Similar positions of common security threats also surfaced in
March 2025 during the inaugural NATO-India Youth Conference,
organised by The Geostrata, in collaboration with the NATO
Public Policy Division, Embassy of the Netherlands, and the
Konrad-Adenauer-Stiftung (KAS): This report intends to explore
areas where India and NATO-member countries can collaborate
to expand its capacity, advance technological relations and
cooperation to ensure regional and global security threats in the
face of aggravating global threats.
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India became a
nuclear power in
1974 and
evolved its
policy towards
the U.S. and the
Soviet Union.

9,

Strategic Autonomy and
Defence

India’s Roadmap in Indigenous
Defence Development

Introduction:

The non-aligned approach adopted by the Indian authorities
during the Cold War continues to drive current choices of
national impact. Seventy years since the contestations between
the U.S. and the Soviet Union, nuclear weapon systems
continued to shape their spheres of international and regional
influence. India became a nuclear power in 19741India tested its
nuclear capabilities in 1974 and became a full-fledged nuclear
power in 1998 and evolved its policy towards the U.S. and the
Soviet Union’ The pariah condition the latter is put under by
Western countries since the start of its aggression against
Ukraine in February 2022, brought India closer to the U.S. and
NATO. Therefore, this article intends to understand India’s
quest for indigenously developing military equipments and
highlight its roadmap as the net exporter of advanced
technologies.
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Strategic Autonomy and India’s Shifting Geopolitical
Alignments

American administrations welcomed the shift since the 2000s
under the Bush presidency, showing bipartisan support towards
defence and security cooperation. During Trump’s first
presidency, India was attributed the unique status of ‘Major
Defence Partner’ in June 2016 and was cited in the U.S. Indo-
Pacific Strategy of 2019 among the pivotal American allies in
the region? It was then labelled as one of ‘our closest friends’ by
the then U.S. President Biden in 2021. With the rising tensions
with China in the Indo-Pacific region, India reinforced its
position as a maritime power in the border and naval clashes,
calling for reinforced, reliable alliances. These declarations hint
at the will for stronger ties between the two powers to
accelerate the integration and modernisation of defence
industries. It resulted in fostering co-production of fighter jet
engines and armoured vehicles; however, scholars question
whether this alone is sufficient to ensure reliable U.S.-India
relations, particularly in light of the Trump administration’s
emphasis on encouraging partners to take greater responsibility
for their own defence, alongside India’s enduring pursuit of
strategic autonomy.
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Missile Diplomacy and the Pursuit of Indigenous Capability

This cautious approach is apparent in the realm of missile
diplomacy, namely, the use of missile production, supply, and
technology sharing as a diplomatic instrument. On the one hand,
the United States’ primary strategic focus remains countering
China; beyond this, its attention may gradually shift toward
strengthening defence capabilities in other regions and
partnerships. Trump’s recent threat to increase tariffs on Indian
goods imports if the country continues buying Russian oil
represents a warning in this regard. On the other hand, India
keeps emphasizing realistic diplomacy and national interest
advancements through multiple engagements in missile
production and sales, with respect to the ‘Make in India’ policy.
The consequent Indian leapfrog in defence and security-related
investments reinforced risk-taking policy, nationalist sentiment
(Bharat-first), and deference to ‘Vishwaguru’ tenets or “the
greater the risk, the greater the return.”

In practical terms, those investments led the Indian research
body to develop the Akash surface-to-air missile system, whose
manufacturing®technical aspects are from the competence of
Bharat Dynamics Ltd (BARA.NS). The national company
cooperates with the Defence Research and Development
Organisation (DRDO) and foreign Original Equipment
Manufacturers (OEMs), supplying missiles and equipment to the
Indian Armed Forces, including product life cycle support and
refurbishment. It also exports selected defence equipment and
joins strategic alliances with public and private sector
companies, particularly appreciative of the Akash missile
system capacity of travelling at supersonic speeds, engaging
with up to 64 targets reaching 18,000 meters of altitude, and
detonating 60 kilograms of explosives in proximity of the target,
while resisting jamming.
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Expanding Defence Partnerships Through Multi-Stakeholder

@ Engagement
Reflecting growing international confidence in India’s

indigenous air defence capabilities, in early 2025, Armenia and
the Philippines paid more than USD 200 million to purchase the
Akash system? For India, both deals prove it is gaining
international trust as a ‘global teacher’ and reliable partner,
making defence accessible to smaller nations looking for
affordable security to foster worldwide increased collaboration
and stability. Within the frame of a five-year defence structure
and strategy renovation, the Philippines already bought USD
375 million worth mid-range BrahMos supersonic cruise missile
in 2022, a significant milestone for the Indian authorities that
already exported this military technology to Israel in 2017,
compliant to the national multipartner strategy’ India is
implementing the ‘Make in India’ initiative launched by Prime
Minister Modi in 2014 to boost multinational and national
companies’ production in the Middle Eastern country through
the government company, Bharat Electronics Ltd (BEL). For this
reason, the Israel Aerospace Industries (IAI) received a USD
630 million worth of contract to supply long-range surface-to-
air missile (LRSAM) defence systems for the Indian Navy."’
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Technology Transfer, Industrial Ambitions, and the Limits of
Self-Reliance

The 'Make in India’ policy was proposed in 2020 under the label
‘Self-Reliant India’ to support Indian manufacturers by creating
‘good force multipliers” and turning the country into a global
supply chain hub, among others. In the defence sector, Indian
authorities translated this goal into a USD 277 million-worth
contract signed between the Ministry of Defence and BEL to
enhance the indigenous production of Electronic Warfare Suites
and other arms gear for the Indian Air Force:'The Indian
government reinvests revenues from arms and ammunition
exports in research and development in defence and security,
fueling a virtuous cycle tailored to boost the nation’s
technological development and innovation.

In this regard, the country is also taking advantage of the
reinforced relationship with the U.S., which opens technology
sharing and strategic know-how. This cooperation benefits the
Americans as well, ensuring that the Indian ally aligns the
technological expertise of other pivotal actors for the defence of
the U.S. interests in the Indo-Pacific countries, such as Australia
and Japan, in the Quadrilateral Security Dialogue. Most notably,
the American administration aims at countering the Chinese
quest for regional and global leadership and believes that an
economically strong India, featured by improved skills and a
developed labour market through national exports in high-value
industries such as defence, can successfully help to hinder the
rise of China.
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The increased focus on national independence in defence and
security is also not sufficient to ensure India will win anytime
soon in the race for indigenous freedom. Its defence equipment
export totalled USD 2.40 billion in the fiscal year ending in
March 2024, surging up to 150% since 2020, but this share
cannot be compared to arms and ammunition exports to
Australia, South Korea, and China’*Further, the country remains
the main recipient of arms exported by France, Russia, and
Israel, ranking second place on global importers after Ukraine. A
main driver behind this dynamic can be identified in the rising
tensions with both China and Pakistan, further marred by
China’s rising arms export to the Pakistani government, up to
81% in 2020-2024 from 74% in 2015-2019."
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Defining Narratives Beyond Borders

For the Indian Aerospace and Defence Sector to ever be able to
shape global narratives in military technology innovation, it
needs to stand on three prerequisites — quality, reliability, and
accessibility. By striving to achieve international standards of
quality set in stone by the global standards set by NATO
STANAGs, United States’ MIL-STD, and the European Defence
Agency’s guidelines, Indian products can become dominant
entrants in a market where defence capabilities need to excel
consistently. Establishing a rapport defined by reliability of
production, durability of products, and after-sales support is
critical to forge a place in international arms markets. Indian
producers, especially the DPSU’s that are otherwise known for
bureaucratic delays and operational inefficiency, must work on
building a brand of trust and excellence. It was not until very
recently, in the HAL-Safran deal for LEAP engine co-
development, that ToT was accompanied by transfer of critical
IP and source codes.

International collaborations will continue to yield limited results
as far as bolstering indigenous production through ToT is
concerned, unless full access to source codes, IP, and design
autonomy becomes the norm. Moving from the licensing model
of collaboration to models of co-development, similar to the
India-France partnership, is crucial for a country striving to
create global ripples. Military technologies are becoming
increasingly oriented towards the use of low-cost, tech-
intensive solutions to destroy high-cost strategic assets and
military capabilities. India, with its academically-oriented
workforce in the defence sector, must co-create doctrines, bring
academic, governing, and producing stakeholders on the same
temporal and strategic plane, and incorporate technologies that
are not simply disruptive by their very nature but also enable the
development of such technologies.
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From Global Insights to Local Strategy- Incorporating Best
Practices

The United States, during the First and Second World Wars, had
a well-oiled machine for defence production called the Military
Industrial Complex. In fact, as far back as in 1996, the U.S.
Department of Defence signed a contract for the initial concept
development of the Joint Strike Fighter with Lockheed Martin
and Boeing. Each was awarded USD 750 million for design and
development, while prohibiting the companies from using
internal sources of financing for the adoption of low-cost
manufacturing and assembly techniques. In 2001, Lockheed
Martin’s X-35 beat the Boeing X-32, thereby bagging the
eventual contract’*This system was rooted entirely in state
funding for R&D, low-cost production techniques, and metrics
that awarded capability and competence. Chinese defence
production runs along the Military-Civil Fusion. The strategy,
while being an embodiment of the very scale of integration that
India currently lacks, is rooted in the concept of dual-use
technologies. While civilian innovations in AI, quantum
computing, and biotechnology are being rapidly integrated into
defence use, the PLA remains the foreman of disruptive
capabilities.

Beijing institutionalised the very idea of aligning state policy,
industry mandates, and academic depth by placing the MCF
Development Commission under the direct ambit of the Central
Military Commission. Not only does this demolish isolationist
approaches to defence production, it enables the civilian tech
companies of the likes of Huawei, CETC, and AVIC to function as
extensions of the defence ecosystems. Only two out of the triad
of quality, cost-effectiveness, and convoluted regulations can
co-exist in our Public-Private Partnership model.
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Conclusion

. Indian authorities have shown willingness and capacity to adapt
to changing international contexts while maintaining protection
“ and fulfillment of national interests as guiding lights. In defence
and security, this resulted in a closer cooperation with the US,
reinforcing a wider regional defensive alliance through solid ties
in military industrial production, in contrast to the common
Chinese enemy. However, resorting to US expertise is
insufficient to satisfy India’s quest for independent security. In
fact, the rising Asian power keeps pursuing it by exporting
indigenously produced arms and missile systems and settling
Indian defence companies abroad, without reconsidering the
motley of checks and balances, regulatory obstructions, and
operational inconsistencies. Instead, this is pivotal to eventually
adopt a well-defined model for defence production, also
inspired by different successful national examples, to revamp
the Indian position of net-importer and raise the global defence

landscape as the net exporter.

AP
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For India, an

aspiring global
power with one

of the fastest-
growing space
agencies, the

militarisation of

spaceisa
tangible securi
concern instea
of a distant
distraction.
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Cooperation in Space

Warfare

NATO-India Strategic
Convergence in the Fifth Domain

Introduction:

Space cooperation is the need of the decade. It has evolved into
a frontier of strategic rivalry and has witnessed an evolution in
the character of warfare. The reliance of militaries and
economies on satellites for navigation and intelligence has
made space a vital pillar of defence. As a result, space
deterrence and preparing for its potential weaponisation have
become central to debates on security around the world. For
India, an aspiring global power with one of the fastest-growing
space agencies, the militarisation of space is a tangible security
concern instead of a distant distraction. Meanwhile, NATO,
traditionally oriented toward terrestrial and maritime security,
has now recognised space as its fifth operational domain. As
both these actors navigate a rapidly shifting environment
marked by both China and Russia’s technological assertiveness,
the idea of cooperation in space has gained significant
resonance. This chapter will explore NATO-India collaboration
in the realm of space security, examining shared interests, areas
of convergence, analysing both India and NATO’s evolving
policy, and the possible areas of cooperation.

Centre for Diplomacy and Innovation
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The Militarisation of Outer Space

Outer space is rapidly emerging as a critical and highly complex
domain of modern warfare, with analysts warning about the
growing militarisation of the ‘edge of space’” The increasing
militarisation of space is also evidenced by the successful
testing of Anti-Satellite (ASAT) weapons by major powers,
including the United States, Russia, China, and India, which
generate long-lasting orbital debris and heighten strategic
instability. Yet, most counter-space operations today rely on
non-kinetic, easily executed, and difficult-to-attribute means:
the latter include laser systems that blind optical sensors,
jamming devices that disrupt critical communication links, and
spoofing techniques that feed false navigation data’®The
increasing militarisation of space is also evidenced by the
successful testing of Anti-Satellite (ASAT) weapons by major
powers, including the United States, Russia, China, and India,
which generate long-lasting orbital debris and heighten
strategic instability. Yet, most counter-space operations today
rely on non-kinetic, easily executed, and difficult-to-attribute
means: the latter include laser systems that blind optical
sensors, jamming devices that disrupt critical communication
links, and spoofing techniques that feed false navigation data.
Cyber operations targeting satellites’ software and data
infrastructures further amplify vulnerabilities, as they are
challenging to detect and attribute. Given these conditions, the
unique environment of space grants a strategic advantage to
offensive actions, while current defence mechanisms, which are
designed for terrestrial threats, remain severely limited.
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NATO’s Approach to Space Warfare

NATO formally defined its strategic approach in 2019 with the
adoption of the Overarching Space Policy, consequently
declaring space as the fifth operational domain alongside air,
land, maritime, and cyberspace. Space capabilities are
fundamental to the alliance’s deterrence and defence posture
as they support essential functions such as Positioning,
Navigation, and Timing (PNT), secure satellite communications,
and missile early-warning systems. Policy explicitly states that
the organisation does not intend to become an independent
space actor or develop its own space assets. Instead, it
depends on the voluntary contributions of space resources and
capabilities provided by its member states. To centralise
coordination and enhance information sharing, the NATO Space
Operations Centre (NSpOC) was established in Ramstein,
Germany, which serves as a vital hub for operational intelligence
coordination. Crucially, deterrence continues to play a key role:
allies agreed at the 2021 Brussels Summit that attacks in or
from space pose a clear security challenge, and thus could be as
detrimental to modern societies as a conventional attack. Such
actions might potentially lead to the invocation of Article 5,
although this decision requires a precise, case-by-case approval
by the North Atlantic Council.

Furthermore, NATO aims to boost resilience and
interoperability: for instance, defence ministers endorsed the
NATO Commercial Space Strategy in February 2025 to better
leverage commercial solutions across all phases of conflict.
Additionally, the alliance Persistent Surveillance from Space
(APSS) programme, representing the largest multinational
investment in space capabilities in NATO's history, since it
leverages over USD 1 billion in contributions from 17 allies, is
aimed at significantly enhancing space-based surveillance and
intelligence. Ultimately, all NATO activities in this field are
carried out in full compliance with international law, as reflected
in the alliance’s strong opposition to the weaponisation of
space.
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India’s Position on Space Militarisation

India’s trajectory in space militarisation reflects both
technological ambition and strategy. Historically, the Indian
Space Research Organisation (ISRO) has been framed within
developmental priorities such as communication and scientific
exploration:*Growing regional issues and the increasing reliance
of India’s armed forces on satellite-based systems gradually
pushed the country toward a more defence-oriented space
posture, and an ‘aatmanirbhar’ (self-reliant) space program. A
significant turning point for ISRO came in March 2019, when
India successfully conducted its first anti-satellite (ASAT) test
under its ‘Mission Shakti.’

India joined a select group of countries, alongside the United
States, Russia, and China, by destroying a live satellite in low-
earth orbit, proving its capability of offensive counter-space
operations. This test proved New Delhi’s determination to
secure deterrence in this new strategic frontier. Institutionally,
India has also created the Defence Space Agency, which is
currently working on a military space doctrine, consolidating
military space capabilities. Additionally, India puts forward its
‘aatmanirbharta’ (self-reliance) via its indigenous navigation
system, NAVIC, and increasing investment in dual-use satellite
constellations, highlighting the integration of space assets into
national defence. Furthermore, New Delhi continues to call for a
resilient global framework, emphasising cooperation and
prevention of space weaponisation. Thus, it positions India
precisely in potential partnerships with organisations such as
NATO, where credibility rests on adherence to international
norms and regulations.

il 23 RS e
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Strategic Rationale for NATO-India Cooperation & Areas of
Cooperation

The cornerstone of space cooperation between India and NATO
is the mutual objective of maintaining the stability of the rules-
based international order in a context characterised by growing
instability, both in the Indo-Pacific region and in the Euro-
Atlantic area. Indeed, it is evident that NATO has a growing
interest in the Indo-Pacific region, as outlined in the alliance's
latest Strategic Concept of 2022, which describes China as a
revisionist actor. From a strategic perspective, as articulated by
NATO leaders, China is demonstrating a willingness to effect
modifications to the prevailing rules-based international order,
encompassing the domains of space, cyber, and maritime
activities. This strategic intent is underpinned by China's
objective of enhancing its international standing and achieving
its geopolitical aims. The deepening of the strategic partnership
between China and the Russian Federation is indicative of this
phenomenon. Furthermore, the mutual attempts of both states
to subvert the rules-based international order have been
identified as a threat to our shared values and interests. From
the NATO and India’s perspective, therefore, deepening mutual
cooperation responds to a logic of strategic balance, aimed at
containing — at least partially- the destabilising dynamics
produced by the Sino-Russian axis. *°

In the last decade, New Delhi has gradually increased its space
capabilities for military purposes, as evidenced by the anti-
satellite test of 2019. As part of this test, a ballistic missile
defence interceptor was used to strike and destroy an Indian
satellite in a flight that lasted just over half a minute. This
development was largely triggered by China's precedent ASAT
test in 2007, which prompted India to reaffirm its deterrence
capabilities, in part as a reflection of persistent land tensions
with Beijing along the Himalayan borders.*®
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Moreover, from the Indian standpoint, there would be
considerable benefit in collaborating on space situational
awareness capabilities with NATO and its member states.
Indeed, this would enable India to more effectively counter
Chinese actions in space, thereby enhancing Indian deterrence
and intelligence capacities. In turn, NATO would benefit from
expanded monitoring capabilities in the Indo-Pacific region, a
region where its strategic outreach remains limited.
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Challenges and Future Outlook

Despite increasing cooperation, significant challenges still exist.
The first being the geopolitical implications, India occupies a
crucial position in South Asia, a region which is historically
marked by a fragile balance of power. China could see India’s
cooperation with NATO as a strategic threat and as a move to
contain its rise, which might lead to escalating tensions in the
Indo-Pacific and outer space domains. Still, NATO-India
cooperation in space warfare remains strong, can pursue
collaboration with mutual trust building and recognition of each
side’s limitations. Conversely, despite the potential for
significant mutual benefits from enhanced space cooperation
between NATO and India, several factors limit the scope of this
partnership. India’s commitment to closer collaboration could,
to some degree, affect its traditional research for strategic
autonomy. Nonetheless, this does not preclude the creation of a
flexible, institutionalised cooperative framework. India has
already shown its willingness to participate in such
arrangements, as evidenced by its engagement in the Quad?*
Indeed, the establishment of this framework would enable both
India and NATO to achieve their strategic objectives in
countering Chinese and Russian assertiveness in the space
domain, while respecting India's search for strategic autonomy.
Simultaneously, this action would lay the foundations for a more
structured, long-term partnership in the future.
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Conclusion

Everything considered, space cooperation between NATO and
India is contemplated as the need of the decade, as space has
evolved into a highly complex battleground and a frontier of
strategic rivalry. Consequently, both entities recognise space as
the fifth operational domain, vital for defence and economies.
Moreover, the foundation of this partnership rests on the mutual
goal of maintaining the stability of the rules-based international
order, specifically to counter the destabilising dynamics
produced by the Sino-Russian axis. Therefore, India, having
demonstrated its deterrence capability (via the 2019 ASAT
test), stands to gain improved Space Situational Awareness
(SSA). In return, NATO benefits from expanded monitoring
capabilities in the Indo-Pacific region. Nevertheless, significant
challenges persist, including geopolitical concerns (China
potentially viewing it as containment) and India’s commitment
to strategic autonomy (Aatmanirbharta). Thus, the future
requires establishing a flexible, institutionalised cooperative
framework. Ultimately, this structure will enable both partners
to achieve their strategic objectives regarding assertiveness
while respecting New Delhi's search for autonomy.
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Counterterroris
m has become a
central pillar of
NATO’s strategy
since the
Alliance invoked
Article 5in
response to the
‘9/11’ attacks.

V),
The Indo-Pacific

Dimension of NATO’s
Counter-Terrorism

Strategy

NATO-India Joint Efforts in
Addressing Terrorism

Introduction:

The concept of terrorism is intrinsically linked to perceptions of
identity-based injustice and the strategic use of fear as a tool to
influence or destabilise societies. In contemporary times, it has
evolved into a phenomenon dispersed, decentralised, and
multifaceted. Terrorism in India is vast and scattered, from the
far north to sub/central India, and to the Northeast, comprising
forms such as Islamist extremism, secessionist & separationist
violence, and left-wing extremist activities. Focal points include
primarily cross-border terrorism in Jammu & Kashmir in the
north  (regularly  emanating  from  Pakistan-backed
organisations), anti-establishment insurgency in the Northeast,
and radical left-wing extremism in Central and nearby coastal
India.
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Lashkar-e-Taiba and Jaish-e-Muhammad (National Crime
Investigation Bureau 2012) form the core of Islamist Extremism
in India, with the primary objectives of merging Kashmir into
Pakistan through any means possible and turning India into an
Islamic state?? India has also seen Khalistani Separatist forces
in Punjab (Western/Northwestern India) demanding a new Sikh
state, going back to the 1980s, and experiencing a rapid
increase in the last decade. Counterterrorism has become a
central pillar of NATO’s strategy since the Alliance invoked
Article 5 in response to the ‘9/11" attacks. NATO’s evolving
gudelines emphasise prevention, resilience, and cooperation
with global partners.
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NATO’s Counter-Terrorism Strategy

NATO is an alliance focused on political and military security.
Among all the international organisations against the terrorist
threat following the ‘9/11" attacks, NATO is considered one of
the most active and experienced actors in combating terrorism?’
The Defence Against Terrorism Programme of Work (DAT POW),
launched in 2004, focuses on developing rapid, field-ready
capabilities to counter asymmetric threats such as IEDs, drones,
and attacks on critical infrastructure, combining technology,
training, and doctrine. NATO has also undertaken major
counterterrorism operations—ranging from Eagle Assist and
Active Endeavour to Afghanistan—while building expertise in
intelligence-sharing,  counterinsurgency, and  emerging
technologies.

The 2010 Strategic Concept marked a turning point by
recognising terrorism as a direct threat to NATO citizens and
global stability, framing it within a strategy rooted in
international law, human rights, and the principles of
awareness, capabilities, and partnerships. Despite these
advances, NATO-EU cooperation on counterterrorism remains
limited by political and legal barriers, even if operational
coordination exists on the ground. Most recently, the 2024
Washington Summit reaffirmed terrorism as a central security
concern and updated NATO’s guidelines to meet contemporary
threats.

This outlook resonates with India’s own counterterrorism
efforts, particularly against cross-border terrorism in Jammu
and Kashmir and insurgency in other regions, highlighting a
convergence in NATO and India’s recognition of terrorism as a
transnational challenge requiring enhanced readiness and
global cooperation. The Indo-Pacific is important for NATO,
given that developments in that region can directly affect Euro-
Atlantic security?Any construct of an ‘Asian’ or ‘Indo-Pacific’
NATO would derive from a cohesive, committed, and structured
compliance to alliance mechanisms?®
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India’s Counter Terrorism Strategy

India’s strategy to combat terror has evolved from a lack of the
same to a framework comprising multiple agencies that work to
eliminate what is now considered a national security threat. The
post-independence period saw trans-territorial terrorism as less
of a concern contra regional insurgencies and secessionist
movements. The 26/11 terror attacks across Mumbai are
marked as a turning point in India’s national security doctrine,
bringing out significant gaps in prevention and bolstering
counter-measures’“Today, the domestic and the foreign are
interlinked in India’s stride to eliminate terrorist forces from the
country, and international partnerships and joint strategy
remain crucial to national integrity. The Left-Wing Extremism
(LWE) Division in the Ministry of Home Affairs was
operationalised in 2006 to track such activities across the
country, primarily in 9 affected states at different levels
(Chattisgarh, Jharkhand, Odisha, West Bengal, Andhra Pradesh,
Telangana, Maharashtra, Madhya Pradesh, and Kerala)?’

It also propagates capacity-building initiatives and allocates
funds for prevention measures to the CAPF (Central Armed
Police Force) deployments and respective state governments.
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A shift can be observed from countering militancy through
disparate measures to adopting a concrete framework
supported by designated response teams. The
phenomenon has been largely centralised, enabling better
coordination amongst various agencies under the same
political leadership. Agencies include the National
Investigation Agency (law enforcement related to counter
terrorism measures), and Intelligence Bureau (internal
security and counterintelligence), and the Research &
Analysis Wing (foreign intelligence). India’s means and
methods of combating the previously mentioned vast
terror landscape have multiplied over the years, becoming
increasingly outward-looking and involving Joint Working
Groups on Counterterrorism (JWG-CT) with multiple global
partners such as the U.S., Egypt, Uzbekistan, and many
NATO member states, including Italy, France, and
Germany.

Further, dialogues and partnerships with multilateral and
regional organisations enable inputs from mass-scale
expertise and common deliberation on methodologies,
examples being the India-EU JWG-CT and the BIMSTEC's
(Bay of Bengal Initiative for Multi-Sectoral Technical and
Economic Cooperation) JWG-CTTC?*This highlights the
urgent need for a JWG-CT between India and NATO could
be an unprecedented scale of collaboration and
achievement upon establishing frameworks for
undertaking joint operations and measures.
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** %, European Regional Challenges

*: The strategic cooperation between the European Union and
NATO represents a cornerstone of security and stability in the
Euro-Atlantic area. This partnership is essential not only for the
protection of civilians but also for safeguarding borders, critical
interests, and territorial integrity.

*
*
*

*

Built upon shared values, EU-NATO cooperation seeks to
promote and preserve peace, freedom, and prosperity on both a
national and international level. Among the key challenges
confronting this partnership, terrorism continues to represent a
pressing and persistent threat. Since Russia’s full-scale invasion
of Ukraine, cooperation has intensified, highlighting the
importance of collective defence and resilience. Nevertheless,
political obstacles remain significant. Longstanding disputes,
such as those involving Cyprus and Turkiye, continue to hinder
intelligence sharing, joint planning, and operational
interoperability.

Furthermore, the EU remains reliant on NATO, particularly on
U.S. capabilities, for its military and operational effectiveness,
underscoring the persistent asymmetry between the two
organisations. The outcome of the 2024 U.S. elections has
further underscored the uncertainty of transatlantic security,
with American leadership continuing to play a decisive role in
shaping the future of NATO-EU relations. At the same time, this
dynamic has accelerated calls for strengthening the EU’s
strategic autonomy. Keychallenges ahead include meeting
higher defence spending targets, ensuring alliance cohesion,
countering Russian threats, particularly in European airspace,
and advancing Europe’s defence capabilities™®
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South Asian Regional Challenges

¢ The South Asian subcontinent serves as a prime example for an

extremely volatile theatre of militancy and revolt. Collapsed
democracies in a state of ruin and dictatorships/military rule
reign in the region, with India being one of the rare few defying
the status quo. Regional stability becomes difficult to achieve,
with all but one of India’s immediate South Asian neighbours
experiencing military rule, an ousted government, or a failed
national security practice in the recent past. Illegal and
disguised safe havens for terrorists have become an obstacle for
multilateral cooperation, sourcing from the fact that the region
serves as the birthplace of many of the largest and most violent
terrorist outfits in history. It is often direct kinetic action that
temporarily resolves a part of the issue, the most recent
example being Operation Sindoor (May 2025), which saw India
strike terrorist camps inside Pakistan in response to the
Pahalgam terrorist attack the previous month.**

Drawing from this, state-sponsored terrorism becomes a
challenge in multilateral cooperation. SAARC (South Asian
Association for Regional Cooperation) has steadily declined in
dialogue and effectiveness over the years, in essence due to the
India-Pakistan rift overcross-border terrorism standing in the
way of all other spheres of cooperation. India remains firm and
adamant on the resolution of this issue before collaboration can
be sought elsewhere.
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.E.* Present Challenges in NATO-India Collaboration

India promoted multilateral counter-terrorism in the G-20, the
UN, the Quad 2.0, ASEAN Regional Forum. However, it remains
cautious about joining an ‘Asian’ or ‘Indo-Pacific NATO’ due to
strategic concerns over China’s rising power,regional security
gaps, and the potential erosion of its strategic autonomy.
Historically, India viewed NATO with aloofness, favouring non-
alignment and closer ties with the Soviet Union, while
maintaining bilateral security relations with key NATO
members. NATO’s Strategic Concept portrays India
ambiguously—as a peaceful democracy but also as linked to
regional instability with Pakistan?

While peacekeeping emerges as a promising area for NATO-
India collaboration, India’s robust counterterrorism capabilities
and  zero-tolerance  approach—strengthened  through
partnerships with the U.S. and multilateral forums—position it as
a potential, yet largely untapped, NATO partner. Challenges
remain, where an ‘Asian NATOQ’ is widely seen as U.S.-driven
and aimed at countering China, echoing Cold War dynamics.
Past failures of Asian security alliances, India’s non-alignhment
tradition, and economic interdependence with China complicate
deeper engagement. U.S. dual-track policy—supporting India
while maintaining Pakistan’s MNNA status—further undermines
credibility and complicates NATO-India cooperation.
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NATO-India Potential Synergy in Counter-Terrorism

NATO and India share core values of democracy and freedom,
both of which are essential to fostering stability and security in
the Indo-Pacific region. As the world’s largest democracy and a
rapidly expanding economy, India has consolidated its statusas
a global power, making it an increasingly significant partner for
NATO. Strengthening cooperation between the allianceand
India would not only contribute to reshaping the security
framework of the Indo-Pacific but would also reinforce
thebroader international order. For NATO, deepening dialogue
with India represents an opportunity to enrich its existing
network of partnerships and extend its strategic presence
beyond the Euro-Atlantic™ Counterterrorism stands out as one
of the mostpromising areas for synergy.

Both NATO and India have direct stakes in Afghanistan’s
stability and are committed to ensuring maritime and land
security. India’s prior cooperation with the European Union,
covering law enforcement, border management, transport, and
aviation security, provides valuable experience that could be
translated into a closer partnership with NATO. Possible
synergies between India and NATO could emerge through a
dual-track approach that combines thematic cooperation and
structured consultation, offering a balanced framework for
deepening engagement without formal alliance commitments.
On the one hand, cooperation on specific thematic areas such
as cybersecurity could provide a pragmatic entry point.
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Recent escalations, including the May 2025 India-Pakistan
conflict, underscore India’s firm stance against terrorism while
exposing key political and strategic gaps in NATO-India
cooperation. The first gap concerns strategic divergence over
China: NATO’s U.S.-led Indo-Pacific approach contrasts with
India’s pursuit of strategic autonomy. This can be narrowed
through joint threat assessments focused on counterterrorism
and maritime security. The second gap involves political
credibility, as India remains wary of U.S. dual policies—
particularly Pakistan’s MNNA status—highlighting the need for
regular consultations and transparent partnership frameworks.
The third gap lies in operational interoperability, which could be
strengthened through joint training, peacekeeping cooperation,
and crisis response exercises. Overall, NATO-India
collaboration faces strategic, political, and historical obstacles
that make alignment delicate and conditional on regional
dynamics.




30

NIYC Working
Group Report

After NATO’s experience in responding to the 2007
cyberattacks, the Alliance has developed substantial expertise
in resilience-building, crisis response, and digital defence
coordination. Partnering with India in this domain would allow
for mutual learning, joint capacity building, and the
development of best practices to counter increasingly
sophisticated cyber threats. Such collaboration would
strengthen NATO’s technological resilience while advancing
India’'s own security priorities in an era of growing cyber
vulnerabilities and hybrid warfare. On the other hand, the
establishment of NATO as a platform for structured security
consultations would create a valuable channel for strategic
dialogue and policy alignment. This framework could expand
NATQO’s security perspective to incorporate an Indo-Pacific
dimension, offering the Alliance a broader understanding of
regional dynamics while enabling India to engage more closely
with Euro-Atlantic partners on global security concerns. Regular
consultations could also facilitate the exchange of intelligence,
enhance situational awareness, and support coordinated
responses to transnational challenges. Together, these two
complementary avenues would foster a more coherent and
multidimensional partnership, enhance joint counterterrorism
capacities, and reinforce both NATQ’s and India’s role as
responsible global security providers committed to maintaining
stability across regions.
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s* Conclusion

NATO’s growing focus on the Indo-Pacific is driven by shared
security threats, particularly Russia’s war in Ukraine and China’s
alignment with Moscow. The 2022 Strategic Concept labelled
China a systemic challenge, prompting deeper engagement with
the Indo-Pacific Four (Japan, South Korea, Australia, New
Zealand), who have joined recent NATO summits. Key priorities
include strengthening defence industries, securing supply
chains, and advancing cooperation on cybersecurity,
technology, and counter-disinformation.

Furthermore, America’s counter-terrorism cooperation with
India will be especially important for U.S. interests. New Delhi is
Washington’s most capable defence and intelligence partner in
South Asia, particularly after the collapse of the Afghan military.
This can be vitalised by India as an opportunity to initiate
engagement with NATO in the subcontinent and further expand
with time. The NATO-India partnership brings unmatched scale
and cohesiveness that could benefit joint counterterrorism
initiatives, especially given India’'s warm and cordial relations
with multiple NATO member states.

A A
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Securing Cyberspace
Across Borders

Navigating Strategic
Gaps and Responses

Introduction

NATO member  1n4ia and the NATO member states’ digital growth story has
states face been remarkable over the last few years. As India expands its
evoLvmgthreats digital infrastructure, cyber vulnerabilities also increase. Rising
flli]scinfi:)srm afion cyber threats have led India to prioritise cybersecurity as part of
F Bt AT its broader national security framework. Even the NATO
powered member states face evolving threats such as disinformation or
attacks. even Al-powered attacks. This article aims to navigate the

layers of challenges that India and the NATO countries face and

analyse the future trajectory of the responses to tackle them in

the domain of cybersecurity.
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The Threat of Cyberattack: Failed Defence?

In the current global security environment, cyber attacks and
threats are more frequent, more complex, and severe, going
from critical infrastructure sabotages to hybrid disinformation
campaigns, placing cyberspace at the forefront of international
competition. This field is constantly evolving, blending military
and civilian targets, and operating without clear geographical
boundaries. In recent years, cyber attacks have become more
and more sophisticated and disruptive. In fact, they can not only
create severe problems for different kinds of systems, but can
also destroy physical assets. The speed of technological
innovation, especially in areas like artificial intelligence and
quantum computing, means that offensive capabilities can grow
fast and that any defence system may be constantly at risk of
obsolescence. Cybersecurity is seen differently by the two
actors. In fact, for NATO, cyber defence is crucial for its
collective defence, while in terms of India’s perspective, it is a
matter of national economic sovereignty and data integrity in
developing its digital economy.

Giving more details, the increasing potential of cyber attacks
poses a series of questions for the alliance. NATO, for the first
time, formally stated that a cyber attack could potentially trigger
Article 5 in 2014 during the Wales Summit, and this concept
was reaffirmed at the Warsaw and Brussels Summits in 2016
and 2021*At the 2021 Summit, the 32 allies endorsed a
Comprehensive Cyber Defence Policy, which commits all the
States to deter, defend, and counter the full spectrum of cyber
threats with the use of political, diplomatic, and military tools.
Yet it is not clear how to respond to this type of threat, since one
important subject is to avoid escalation. Therefore, responding
with conventional force is highly risky, but at the same time, a
weak response could signal to the attacker a lack of resolve and
unity. Moreover, given that NATO is an alliance and lacks a
common cyber defence system, its cybersecurity efforts lie at
the member-state level ™

S
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This means that there are some problems related to asymmetric
capabilities among them. In addition, even though there are
already existing mechanisms that facilitate the sharing of
information, establishing real-time and trusted information
sharing of threat intelligence among all the member states is a
huge logistical and political hurdle. Some obstacles to Cyber
Threat Intelligence (CTI) sharing are incompatible platforms,
jurisdictional constraints, and conflicting strategic cultures.

In the case of India, its digital transformation has increased the
frequency of cyberattacks on individuals, businesses, or even
the state. The primary challenge is the lack of cybersecurity
awareness among individuals and institutions. This lack of
digital literacy impacts responses of society, such as falling prey
to cyber fraud or even financial scams. This dearth is also
observed in cybersecurity professionals, limiting expertise in
this field. Furthermore, India needs to effectively implement its
regulations and laws concerning cyberattacks. Outdated
legislations and the absence of strict regulations leads to limited
accountability and responsibility by authorities. The complex
cybersecurity structure of India gets further complicated due to
the advent of emerging technologies, including artificial
intelligence and 5G networks. More efficiency and productivity
need more data transfers and a web of IoT (Internet of Things),
broadening the cyberattack landscape and triggering
vulnerabilities.

For instance, Generative AI has made cyber phishing or
malpractices easier and cheaper. The post-pandemic shift has
also intensified easier access to individual or organisational
data. Even though NATO and India have different and specific
challenges, they also share common threats that can be divided
into two main categories. The first one is related to state-
sponsored sabotage and espionage.
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& 3@ India’s Cybersecurity Landscape - Awareness and
‘“ﬁjgl(i!“ Understanding of Threats
.-1...& In response to rising challenges for India’s cybersecurity

infrastructure, India has developed a multi-layered security
landscape. Despite the challenges, India has made significant
progress in implementing regulations and laws to strengthen
the aspect of cybersecurity. In 2013, the National Cyber
Security Policy was introduced as a guiding vision for the
country's security domain*Later, with rising vulnerabilities,
demand for building more regulatory mechanisms emerged.
Since 2021, the government has been working on its Cyber
Security Strategy that ensures safeguarding critical aspects and
mitigating national security threats. There is an urgent need for
a holistic response mechanism that involves all stakeholders,
including the state, private entities, nodal agencies like the
Computer Emergency Response Team (CERT), and law
enforcement agencies.”

This centralised structure will ensure that the response
procedure is seamless and less time or energy-intensive. People
and institutions need to develop cybersecurity awareness and
an understanding of the complex web of threats. Cyber literacy
drives can highlight the importance of knowledge sharing and
ensuring people are less susceptible to fraud or scams. The
advent of artificial intelligence in this interface is a boon as well
as a bane. Undoubtedly, it makes data sharing and privacy
breaches easier, but it can be leveraged as an effective tool that
can predict attacks, generate warning systems, and even
automate guidelines of safety. Furthermore, foreign attacks can
be challenged by ensuring a self-reliant, robust cyber
infrastructure devoid of any external dependency.




36

NIYC Working
Group Report

NATO’s Cyher Threat Response- Cooperation Potential with
Third Countries

The most significant response was elevating cyberspace to an
operational domain, alongside the three traditional spheres of
land, sea, and air. This represents the final stage of a process
initiated after the cyber attacks perpetrated against Estonia in
2007. Consequently, NATO confirmed its intention to dedicate
resources and personnel to the digital sphere, thus elevating the
importance of cyberspace in the same strategic level. This
decision resulted in enhanced operational capabilities
developed by creating technical centres and specialised teams.

To give some examples, NATO established the NATO Cyber
Security Centre (NCSC) is the main operational hub responsible
for defending NATO’s network from cyber attacks 24 hours a
day, seven days a week. Its primary objective is to ensure the
security of the political and military communications vital to the
alliance’s function. Furthermore, the Cooperative Cyber Defence
Centre of Excellence (CCDCOE) has been founded. Its mission is
to support the member states in research, training, and
exercises in the field of cyber defence ™

—




37

NIYC Working
Group Report

()

Leteieie ]
7

The CCDCOE hosts the annual Locked Shields exercise, the
world’s biggest and most complex real-time cyber defence
exercise. Locked Shields enables experts to enhance their skills
in the field of defending critical infrastructures under attack.
While technical centres handle the operational defence, a
political commitment is required to ensure every state meets a
minimum standard of preparedness for shared security. For this
reason, in 2016, NATO members agreed on a Cyber Defence
Pledge, an agreement with which the State decided to give
priority to their national cyber defences to protect their critical
infrastructures, ensuring they will defend the alliance in
cyberspace as effectively as they are in the other domains:’

The pledge focuses on boosting digital defence capabilities and
facilitating cooperation among the allies, sharing best practices,
and providing education and training. Cyber defence cannot be
achieved by any single State, regardless of its economic and
military power.® Even an alliance constituted by some of the
most advanced and rich countries in the world cannot do it
alone, given the complexity and the evolution of the field.
Therefore, the alliance must cooperate with third countries,
international or supranational organisations, and the private
sector. NATO already collaborates with the European Union, for
example, given that the two organisations share many Member
States and overlap geographically.

Thus, it is fundamental to broaden the circle of nations working
with NATO, especially those that have developed advanced
technologies and sophisticated capabilities in detecting and
responding to cyber attacks.
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Recommendations

NATO and India should cooperate in the field of cybersecurity
because of a series of reasons. First of all, they have common
threats, as described above, from non-state actors and state-
sponsored groups, in particular coming from the Indo-Pacific
region. Moreover, they already collaborate in other fields, like
counterterrorism and military defence. Both of them possess
capabilities that can advance their ability to prevent and
respond to this type of attack.

N

 India should participate in specific NATO-led cyber defence
exercises, like ‘Locked Shields.” At the time being, an Indian
delegation took part in this high-profile event, but the
operation remains mainly for NATO’s actors. Another
fundamental exercise is named Cyber Coalition, which
simulates the management of cyber crises that might target
critical infrastructures*The participation of India can offer
crucial advantages like improved operational readiness and
share tactics, techniques, and procedures.

* Another potential idea of collaboration can be forming joint
working groups that involve experts from India and NATO'’s
cybersecurity agencies to analyse emerging threats.

» The field of Research and Development can be a central
arena where India and the NATO countries can partner on
research  projects, effectively understanding the
technological infrastructure of each other.

» Sharing cybersecurity know-how holds much relevance,
considering India and NATO countries face complex
threats. This increases the need for establishing secure
communication channels:?
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Conclusion

In conclusion, cybersecurity is a core component of national as
well as alliance-led security. India and the NATO member states
face evolving cyberattacks, fraud, scams, and even digital
espionage. Considering the nature of these threats, a
collaborative approach between India and NATO can facilitate
effective responses and coordinated solutions can tackle
mutual threats. India must work on its gaps in terms of
resources and legal frameworks, whereas NATO should develop
its structured, cohesive cybersecurity policy to streamline ideas.
Since challenges and opportunities overlap, the sector of
cybersecurity opens avenues for potential collaboration
between India and the NATO countries.
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Concluding Remarks

India’s close relations In conclusion, the relation between NATO member countries

with NATO allies and India need to move beyond dialogue to tackle effective

can sustain responses against common threats. Such exchanges need to

complementarity identify potential areas of collaboration considering the gap

during further lines regarding legal frameworks and resources. The two sides

engagements can utilise the current methods to safeguard their national

and negotiations. security landscape through bilateral and multilateral
engagements that includes partner countries of both NATO and
India.

The effectiveness of defining the areas of collaboration can
enable in assessing the capabilities of common adversaries for
future conflicts and enhance public trust about the partnership
in the international, national, and regional institutions. The
collaboration between NATO and India need to advance long-
term changes in the decision making landscape to advance
simplification for time-sensitive collaboration frameworks
during instances of state-sponsored sabotage and conflicts with
common regional and global rivals.

Considering the emergence of multipolar world order marked
growing presence from contradictory powers in the Indo-Pacific
region, NATO can take the opportunity to engage India as a key
partner considering its role as an economic and military power
house with potential for innovation and emerge as a stabilising
force outside the territory of NATO. India’s close relations with
NATO allies can sustain complementarity during further
engagements and negotiations.

Additionally, India’s and NATQ’s defence capabilities can build
defence capabilities of both sides considering the joint historical
record in sustaining long-term and short-term military
operations, which is essential to build clear strategies for
capacity development and interoperability.

fl
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